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INTRODUCTION

This User Guide determines the manner of theelectronic access and us# the service for
submitting formslaid down in the Decision orkeeping separate records on foreign current and
capital transactions, and for submitting data on these transactidhslso determines the
mannerof completing the forms electronically through the internet portal of the Central Bank

of Montenegro(CBCGijtled & esident eporting.€

ThisUserGuideis used forfillingin the following forms:

GU1¢ Reporton noANB & A R S yfuctiofserdices/idithe country

GU2¢wSLIZ NI 2y NBAARSY(GaQ O2yaidNHzOGAZ2Y &SNDA
DFL¢ReportonnonNB & A RSY 14 Q RANBOUO Ay@SaidaySyda Ay
DR2¢wSLI2Z NI 2y NBaARSYydaQ RANBOO Ay@gSadySyda
KZ1 ¢ Report on borrowing operations abroad

KGO1 ¢ Report on lending operations abroad

TK1 ¢ Report on receivables for trade credits and advances

Tk2 ¢ Report on liabilities for trade credits and advances

= =2 =/ A A A A A -

RN1 ¢ Report on the foreign account balance andrtover



PART

TECHNICAL USER GUIDE ON
THE MANNER OF ELECTRONIC ACCESS AND USING THE SERVICE
FOR SUBMITTIN&J1, GU2, DI, DI2, KZ1, KO1, TK1, Tk2 and RNL
FORMS



1. General notes

Services may be accessed through the Central Bank of Montenegro (CBCG) Portal titled
GLT 2S00 @1 y&iSent eBottingR &vdilatile at thewaddredstps://eportal.cbcg.me The
Portal is tested for InterneExplorerg versions 8, 9, 10 and 11, Mozilla Firefox and Google Chrome. We
recommend using Internet Explorer 11.

Usingthe Portal requires installing of Java (JRE), current version of Java is 1.8 Update 111.

2. Access to Brtal
To access the CBCG Portal, it is necessary to have the certificate issued by qualified certification
body, on personal name (natural persons) or on the name of legal person that had authorised you.

You have to install the certificate on the computer ywill be accessing the portal, following the
instructions from the qualified certification body.

2.1Browser setting

Internet Explorer

To check whether the installation is successful, toternet Explorer,click Tools and select
Internet Options.

Internet Options D |

| General I Security I Privacy | Content | Connections I Programs | Advanced ‘

Content Advisor

Q\ Ratings help you control the Internet content that can be
viewed on this computer.

'f‘_'!'EnabIe.“ Settings
Certificates
Use certificates for encrypted connections and identification.
[ Clear SsL state ] [ Certificates ] [ Publishers ] |
AutoComplete |
= AutoComplete stores previous entries
%u on webpages and suggests matches
for you,

Feeds and Web Slices
Feeds and Web Slices provide updated |
fG| content from websites that can be
read in Internet Explorer and other
programe.

Figurel ¢ Internet options



https://eportal.cbcg.me/

Click onContent tab, then onCertificates.

,
Cons . I — |

Intended purpose: [ <All= - ] f

Persanal |Oﬁ1er People I Intermediate Certification Authorities I Trusted Root Certification * | I

Issued To Issued By Expiratio...  Friendly Name
[lime Prezime PostaCG CA 15.9.2017  <None>

i) (L) (oo

Certificate intended purposes

<All=
View
Learn more about certificates

Figure2 ¢ List ofcertificates

The list should contain the certificate issued by the qualified certification Kodythis case
PostaGG CA).

Mozzila Firefox

To use digital certificate iMozzila Firefox browseadd it to theSecurity devices
Click orMenu -> Options-> Advanced> Certificates

@ Mozilla Firefox StartPage  * | 2% Options x \+
(' & Frefor | aboutpreferencesfadvanced cllQ
Advanced
General Data Choices Network Update Certificates
Requests

When a server requests my personal certificate:
Select one automatically

@ Ask me every time

v | Query OCSP responder servers to confirm the current validity of certificates

& Advanced

View Certificates Security Devices

Figure3 ¢ Setting ofMozilla Firefox browser (1)



Click onSecurity Devices

@ Mozilla Firefox Start Page X/ £ options

G &J Firefox - about:preferences#advanced

Device Manager M

m General .- G

Security Modules and Devices Details Value LogIn =

Canic 4NSS Internal PKCS #11 Module Status Read!
Q Search - ) - yr Log Out
Generic Crypto Services Description PSM Private Keys

@ Content | Software Security Device Manufacturer ~ Mozilla.org Change Password

4Builtin Roots Module HW Version 322
A Applications | Builtin Object Token FW Version 30

Unload
f Label Software Security Dev... ==
@ Privacy Manufacturer ~ Mozilla.org Enable FIPS
Serial Number 0000000000000000

ﬁ Security f
€) sync

HW Version 00
FW Version 00

| & Advanced

Figure4 ¢ Setting of Mozill&irefox browse(2)

Click on buttonLoad On the next screen, enter the Module nanf@Toker), and then click on
Browseto select the appropriat€®KCS11 modail

EE—)

Enter the information for the module you want to add.

@ Load PKCS#11 Device

Module Name: eToken

Module filename:  C\Windows\System32\e

OK ]l Cancel I

e

Figureb - Setting of Mozilla Firefox brows¢3)

where $WINDIR is the bcation where
If you are using ibhux, select

Select $WINDIR\ system32 \ etpkcs11.dll ,
Windowsis installed(for most Windows gstens, it isc: \ windows ) .
{usr/local/lib/libetpkcs11.so

ClickOK



TheModule eTokenis now ready for usdf you inserted youtokeninto a USB poron the
computer, it will appear in the ligFigure6).

Device Manager

|
Security Modules and Devices Details Value
4aNSS Internal PKCS #11 Module il Status MNot Logged In
Generic Crypto Services Description AKS ifdh 1 Loen
Software Security Device Manufacturer SafeNet, Inc.
4Builtin Roots Module HW Version 10
| Builtin Object Token FW Version 0.0 =
. Unload
[l aeToken E Label Ime Prezime
| Ime Prezime Manufacturer SafeNet, Inc.
Rainbow Technologies iKeyVirt... Serial Number 0213c159
| Rainbow Technologies iKeyVirt... HW Version 4.30
ETOKEN HID READER 0 FW Version 10
ETOKEN HID READER 1 i
ETOKEN HID READER 2
ETOKEN HID READER 2
ETOKEN HID READER 3 oz

I

Ol

Figure6 - Setting of Mozilla Firefox browsét)

Google Chrome

From its version 45Google Chromeno longer supportslavaextension To be able tosign
documentsdigitally, installadditional application that will enable.it

Clickon Menu -> Settings> Extensions

r

&« C f [ chrome//extensions

Chrome Extensions Developer mode
Histor
E Google Dacs 03 ¢ Enabled T
I Extensions Create and edit documents

Settings Details
Allow in incognito

g' Google Docs Offline 1.4 ¥ Enabled o)
Get things done offline with the Google Docs family of products.

Details

Allow in incognito

Java Runtime Plugin 251 # Enabled o)
Details

Allow in incognito

£~ Get more extensions

Figure7 ¢ Setting ofGoogle Chrome browser (1)



Clickon hyperlink Get more extensionsand enterlE Takinto browser.

G

°

£ chrome web store

]

[ e

Kanbanchi: Task and Project Management
B Dol s S

KANBANCHI

Pro Guitar Tuner + AD0TOGHROME
arrx

*okk Kk

L2 2 2

L2 2 ST IETab + ADDTOGHROME
E7ab i b = Use Jovm S, Acsvek. Sharepoi, e PG

Content menu ‘Open link in IE tab’
e

OpenLinkIn IE Tab
k

g soppecr
el = 5:
———— . : e

=

Figure8 ¢ Setting of Google Chrome browse)
Clickon Add to Chromethen clickon Add Extension

Enter the addressttps://www.ietab.net/optionsinto the browser. UndeAuto URL®ption, add
the addresdittps://eportal.cbcg.me/* (use theaddress https://eportal2.cbcg.me/*during testing)

# Extensions %OV Tab Documentail X | Q' Tab Optons < IET1A)] O/ Tab Opiions - £ 7 x N _— — - . 2 ) ),
€ 5 @ & 8 hips//wwwietabnet (€]

i
’
|
-

Auto URLS

Action Recommended
|E Tab cannot currently intercept all https: and file: URLs
Learn more.

* Wildcard example: http:/www.microsoft.com/*
* Regular expression example (prefix with 'r/): r/filex.*

Auto URL Exceptions

* Matching URLS will not be loaded

Figure9 ¢ Setting of Google Chrome brows&)

Clickon button Add.


https://www.ietab.net/options
https://eportal.cbcg.me/*
https://eportal2.cbcg.me/*

2.2 Access to Portal

If you set the browser successfully, enter the addredps.// eportal.cbcamne. You will access
the CBCG Portabking thedigital certificate (Figurel0).

Figurel0¢ A token containing digitalectificate

After inserting the ertificate into USB portof the computer and typing the address inWeb
browser, the window will appear requiring you to confirm the certificéfiéggurell). ClickOK

(S

-

Windows Security - ‘
- -

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

11 Ime Prezime

| | Issuer: PostaCG CA
Walid Frem: 10/23/2012 to 10/23/2015

iClick here to view certificate prope...;

[ OK l [ Cancel

.

Figurell ¢ Certificate confirmation

After that, you have to enter the password for the certificate and cliclO#t{(Figure12), after

which the window for certificate confirmation will appear
[ 5 Token Logon @1

@afeNet SafeNet Authentication Client

Enterthe Token Password.

Token Name Ime Prezime

Token Password sessess

Cument Language: EN

Figurel2 ¢ Entering of passwor(bound todigital certificate)

After the auttentication, you will access the page for registration of user (if you have not
registeredso fa, or the page for login if you are already registered


https://eportal.cbcg.me/
https://www.google.me/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=mG8F2jPegxEseM&tbnid=ZpAwCG1Gq4iRVM:&ved=0CAUQjRw&url=https://www.cryptoshop.nl/product/aladdin-etoken-pro&ei=WrBzUu6jB83CtAay9IFo&bvm=bv.55819444,d.Yms&psig=AFQjCNFqOb_cPtvrl97nEIh4_zuz8IGd3g&ust=1383399869934623

3. Registrdion of users

To register, fill in the following data into the registration fo(Rigurel3):

Srednje img(Middle name)

Email adresyEmail address)

Broj telefona(Phone number)

al 0AG6yRBhuDHe® 2 oL

Adresu(Address)

Lozinka i potvrda lozinkéPassword and Confirm password)

O O OO0 Oo0Oo

The Password has to meet the following rules

Minimum number ofcharacters= 8

Maximum number of characters 20

Minimum number of humerical charactersl
Minimum number of capital letters 1

Minimum number of small letters1

Minimum number ofspecialkcharacters= 1($#@%)

O OO0 O O0o0Oo

To register on the CBCG Portal, you have to accepizivad iz Politike i Pravila bezbjednosti
informacija (Extract from Information Security Policy and Ruteg) theL T 2 @dz 2 &6 dz@l y2dz LJ2 &
(Statement on Keeping Business Sepondtjch content you mayeadfollowingthe link (Figure 13).

After entering all necessary datdick on the button Registracija(Registration) after which the
loginpageopens

During the registration of users, thgualified certified bodychecls the certificate and the ID
number. The certificate is accepted only if the response that the certificate is issued to the person (i.e. the
person with that personal number) is affirmative.

@HHB Centralna banka Crne Gore
Dobro dosli!

I &= prijava digitalnog sertifikata

Figurel3 ¢ Registréion of users
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NOTE

o Immediately after regitration, all legal persons will be able to use the service for

submitting reportgDF1, Di2, KZ1, KG1, RN1, GU1, GU2, TK1, TK2).

4. User login

After registration and accepting to accept tBgtract from Information Security Policy and Rules

and the Statement on Keeping Business Sedtet window with the text of UPOZORENJE (WARNING)
opens(Figurel4).

Centralna banka Crne Gore

Dobro dosli!

v| & Prijava korisnika
Ime prezime
* Lazinka:

Prijavi se

Zaboravii ste lozinku?

UPOZORENJE - WARNING

UPOZORENJE: Pristupate zagticenom informacionom sistemu koji je predmet stalnog nadgledanja od strane administratora sistema. Pristup ovem sistemu je dozvoljen samo autorizovanim korisnicima.
Svako neovlasceno pristupanje podlijeze sankcionisanju. Nastavkom rada na sistemu podrazumijeva se da ste razumjeli navedeno upozorene i da preuzimate odgovornost za rad.
WARNING: You are about to access the information system subject to permanent surveillance by the system administrator.

Access is allowed only to authorized users. Unauthorized access will be sanctioned. By cotinuing to use this system, you indicate your awareness of and consent to these terms and conditions of use.

Figureld ¢ Warning when opening the login page

Centralna banka Crne Gore

Dobro dosli!

v| &= Prijava korisnika

Ime Prezime
* Lozinka:

Prijavi se

Zaboravili ste lozinku?

Figurel5cUser login

On this pageyou have toenter the password you selected during registration (Figure T3k
on Prijavi se(login) will open the front page of the applicatioRigurel6), where you need to select the
option: LT @2S Ol @I yrResortigdNcdiipahiesy |
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Centralna banka Crne Gore

Dobro dosli!

>| Aukcija drzavnih zapisa
>/ Prinudna naplata Cijenjeni korisnici,

Izvjestavanie rezidenata dobro dosli na ePortal Centralne banke Crne Gore

Pregled izvjeStaja Ovdje moZete preuzeti korisnicko uputstvo za Aukciju drzavnih zapisa
Moji zahtjevi < e o o : : o ;
' Ovdje moZzete preuzeti korisnicko uputstvo za preuzimanje podataka iz Prinudne naplate i

Centralnog registra transakcionih racuna

Ovdje moZete preuzeti korisnicko uputstvo za Izvjestavanje rezidenata

Figurel6 ¢ Front page

On this page, you may choose one of the following options
o t NBIt SR ATl @2S0Oilt 2t ¢ ehdb@SavddiieB of submittediBpalEsNabida O
entering new reports
0 Moji zahtjevi (My requests)¢ enables searching of nemsidents who are inthe CBCG
system and the overview and entry of new requests for registration of-residents

NOTE

If the user forgot password, it can reset it and select new password by clickitypemnlink
Zaboravili ste lozinku(Forgotten passwond(Figurel5). After that, the page as shown in Figuréopens,
where you have to enter the following data

Email adresyEmail address); which you used when registering
al A 6 YidentifichtBrenumber)

Novu lozinku(hew password)

Potvrdu lozinke(confirm password)

O O oo

After enteringall necessary data, you will genformation that the password was successfully
changed, after which yocan login to the system.

Centralna banka Crne Gore

Dobro dosli!

v| &= Promjena lozinke
Ime Prezime

* Email adresa:
* Mati¢ni broj:
* Nova lozinka:

* Potvrda lozinke:

Sacuvaj promjene

Figurel7 ¢ Reseting password
12



You candg off from the system by clickirigdjavi se€(log ofi) in the upper right corneof the page

5. Password change

After logging in to the system, seldtie option Korisnik¢> Promjena lozinkéUser¢> Password
change)in the menu opens the page as shown in FigilBgwvhere you have to enter the followirgdata:

0 Staru lozinku(old password)
0 Nowvu lozniku(new password)
0 Potvrdu nove lozinkgConfirm new password)

If the user successfully entered all required data, it will igedrmation that the password was
successfully changed, and that it will &lgle touse new password for each next logging in on the system.

Centralna banka Crne Gore

Dobro dosli!

>| Prinudna naplata v| &= Promjena lozinke

>| Izvjestavanje rezidenata
Korisnik
Korisnicki podaci Stara lozinka:

Promjena lozinke

Nova lozinka:

Potvrda lozinke:

Saéuvaj promjene

Figurel8¢ Password change

6. User chta

After the user logs in on the system, selentdf the option Korisnikgh Y 2 NR & y fUéetcA L2 R O
> user data)n the menu opens the page as in FiglilBswhere it may view and change user data
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Centralna banka Crne Gore

Dobro dosli!

>| Prinudna naplata v| &= Podaci o korisniku
>| Tzvjestavanje rezidenata
Korisnik

Ime

Korisnicki podaci
* Srednje ime 1

Promjena lozinke
Prezime:
* Email: | .

* Broj telefona: | +382

Adresa (grad, ulica i br.)

Sacuvaj promjene

Figurel9 ¢ View and change of user data

7. Overview of reports

Selection of the option NB 3t SR opdnsitBeSpayé lastiffigure20, which contains basic

data on all so far submitted reports

Figure20 ¢ Overview of submitted reports

On this page, you may choose between the following options
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