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INTRODUCTION 

 

 

This User Guide determines the manner of the electronic access and use of the service for 

submitting forms laid down in the Decision on keeping separate records on foreign current and 

capital transactions, and for submitting data on these transactions. It also determines the 

manner of completing the forms electronically through the internet portal of the Central Bank 

of Montenegro (CBCG) titled άwesident reporting.έ 

 

This User Guide is used for filling in the following forms: 

¶ GU-1 ς Report on non-ǊŜǎƛŘŜƴǘǎΩ Ŏƻƴǎtruction services in the country  

¶ GU-2 ς wŜǇƻǊǘ ƻƴ ǊŜǎƛŘŜƴǘǎΩ ŎƻƴǎǘǊǳŎǘƛƻƴ ǎŜǊǾƛŎŜǎ ŀōǊƻŀŘ   

¶ DI-1 ς Report on non-ǊŜǎƛŘŜƴǘǎΩ ŘƛǊŜŎǘ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ǘƘŜ ŎƻǳƴǘǊȅ 

¶ DI-2 ς wŜǇƻǊǘ ƻƴ ǊŜǎƛŘŜƴǘǎΩ ŘƛǊŜŎǘ ƛƴǾŜǎǘƳŜƴǘǎ ŀōǊƻŀŘ 

¶ KZ-1 ς Report on borrowing operations abroad  

¶ KO-1 ς Report on lending operations abroad 

¶ TK-1 ς Report on receivables for trade credits and advances  

¶ TK-2 ς Report on liabilities for trade credits and advances  

¶ RN-1 ς Report on the foreign account balance and turnover 
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PART I 

 
TECHNICAL USER GUIDE ON  

THE MANNER OF ELECTRONIC ACCESS AND USING THE SERVICE 
FOR SUBMITTING GU-1, GU-2, DI-1, DI-2, KZ-1, KO-1, TK-1, TK-2 and RN-1 

FORMS 
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1. General notes 
 

 
 

Services may be accessed through the Central Bank of Montenegro (CBCG) Portal titled 

άLȊǾƧŜǑǘŀǾŀƴƧŜ ǊŜȊƛŘŜƴŀǘŀ όwesident reporting), available at the address https://eportal.cbcg.me. The 

Portal is tested for Internet Explorer ς versions 8, 9, 10 and 11, Mozilla Firefox and Google Chrome. We 

recommend using Internet Explorer 11. 

 

Using the Portal requires installing of Java (JRE), current version of Java is 1.8 Update 111. 

 

2. Access to Portal 
 
 

To access the CBCG Portal, it is necessary to have the certificate issued by qualified certification 

body, on personal name (natural persons) or on the name of legal person that had authorised you.  
 

You have to install the certificate on the computer you will be accessing the portal, following the 

instructions from the qualified certification body. 

 

2.1 Browser setting 

 

Internet Explorer 
 

To check whether the installation is successful, run Internet Explorer, click Tools and select 

Internet Options.  

 

 
Figure 1 ς Internet options 

https://eportal.cbcg.me/
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Click on Content tab, then on Certificates. 

 

 
Figure 2 ς List of certificates 

 

The list should contain the certificate issued by the qualified certification body (in this case 
PostaCG CA). 
 

Mozzila Firefox 

 
To use digital certificate in Mozzila Firefox browser, add it to the Security devices. 

Click on Menu -> Options -> Advanced -> Certificates 

 

 
Figure 3 ς Setting of Mozilla Firefox browser (1) 
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Click on Security Devices. 

 

 
Figure 4 ς Setting of Mozilla Firefox browser (2) 

     

Click on button Load. On the next screen, enter the Module name (eToken), and then click on 

Browse to select the appropriate PKCS11 module. 

 

 
Figure 5 - Setting of Mozilla Firefox browser (3) 

 

Select $WINDIR\ system32 \ etpkcs11.dll ,  where $WINDIR is the location where 

Windows is installed (for most Windows systems, it is c: \ windows ) . If you are using Linux, select 

/usr/local/lib/libetpkcs11.so  

 

Click OK.  
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The Module eToken is now ready for use. If you inserted your token into a USB port on the 

computer, it will appear in the list (Figure 6). 

 

 
Figure 6 - Setting of Mozilla Firefox browser (4) 

 

Google Chrome 

 
From its version 45, Google Chrome no longer supports Java extension. To be able to sign 

documents digitally, install additional application that will enable it. 

 

Click on Menu -> Settings -> Extensions. 

 

 
Figure 7 ς Setting of Google Chrome browser (1) 
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Click on hyperlink Get more extensions, and enter IE Tab into browser. 

 

 
Figure 8 ς Setting of Google Chrome browser (2) 

 

Click on Add to Chrome, then click on Add Extension. 

 

Enter the address https://www.ietab.net/options into the browser. Under Auto URLs option, add 

the address https://eportal.cbcg.me/* (use the address https://eportal2.cbcg.me/* during testing). 

 

 
Figure 9 ς Setting of Google Chrome browser (3) 

 

Click on button Add. 

https://www.ietab.net/options
https://eportal.cbcg.me/*
https://eportal2.cbcg.me/*
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2.2 Access to Portal  
 

If you set the browser successfully, enter the address https:// eportal.cbcg.me. You will access 

the CBCG Portal using the digital certificate (Figure 10). 

 
Figure 10 ς A token containing digital certificate  

 
After inserting the certificate into USB port of the computer and typing the address into Web 

browser, the window will appear requiring you to confirm the certificate (Figure 11). Click OK. 

 
Figure 11 ς Certificate confirmation 
 

After that, you have to enter the password for the certificate and click on OK (Figure 12), after 

which the window for certificate confirmation will appear. 

 
Figure 12 ς Entering of password (bound to digital certificate) 
 

After the authentication, you will access the page for registration of user (if you have not 

registered so far), or the page for login if you are already registered. 

https://eportal.cbcg.me/
https://www.google.me/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=mG8F2jPegxEseM&tbnid=ZpAwCG1Gq4iRVM:&ved=0CAUQjRw&url=https://www.cryptoshop.nl/product/aladdin-etoken-pro&ei=WrBzUu6jB83CtAay9IFo&bvm=bv.55819444,d.Yms&psig=AFQjCNFqOb_cPtvrl97nEIh4_zuz8IGd3g&ust=1383399869934623
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3. Registration of users 

 
To register, fill in the following data into the registration form (Figure 13): 

o Srednje ime (Middle name) 
o Email adresu (E-mail address) 
o Broj telefona (Phone number) 
o aŀǘƛőƴƛ ōǊƻƧ όLD number) 
o Adresu (Address) 
o Lozinka i potvrda lozinke (Password and Confirm password) 
 

The Password has to meet the following rules: 

 
o Minimum number of characters = 8 
o Maximum number of characters = 20 
o Minimum number of numerical characters = 1 
o Minimum number of capital letters = 1 
o Minimum number of small letters =1 

o Minimum number of special characters = 1 ($#@%) 
 

To register on the CBCG Portal, you have to accept the Izvod iz Politike i Pravila bezbjednosti 

informacija (Extract from Information Security Policy and Rules), and the LȊƧŀǾǳ ƻ őǳǾŀƴƧǳ ǇƻǎƭƻǾƴŜ ǘŀƧƴŜ 

(Statement on Keeping Business Secret), which content you may read following the link (Figure 13). 

After entering all necessary data, click on the button Registracija (Registration), after which the 

login page opens. 

During the registration of users, the qualified certified body checks the certificate and the ID 

number. The certificate is accepted only if the response that the certificate is issued to the person (i.e. the 

person with that personal number) is affirmative. 

 

 
Figure 13 ς Registration of users 
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NOTE: 

o Immediately after registration, all legal persons will be able to use the service for 

submitting reports (DI-1, DI-2, KZ-1, KO-1, RN-1, GU-1, GU-2, TK-1, TK-2). 

 

4. User login 

 
After registration and accepting to accept the Extract from Information Security Policy and Rules, 

and the Statement on Keeping Business Secret, the window with the text of UPOZORENJE (WARNING) 

opens (Figure 14). 

 

 
Figure 14 ς Warning when opening the login page 

         

 
 

Figure 15 ςUser login 
 
On this page, you have to enter the password you selected during registration (Figure 15). Click 

on Prijavi se (login) will open the front page of the application (Figure 16), where you need to select the 

option: LȊǾƧŜǑǘŀǾŀƴƧŜ ƪƻƳǇŀƴƛƧŀ (Reporting of companies).  
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Figure 16 ς Front page 
 

On this page, you may choose one of the following options: 

o tǊŜƎƭŜŘ ƛȊǾƧŜǑǘŀƧŀ όhǾŜǊǾƛŜǿ ƻŦ ǊŜǇƻǊǘǎύ  ς enables overview of submitted reports and 
entering new reports  

o Moji zahtjevi (My requests) ς enables searching of non-residents who are in the CBCG 
system, and the overview and entry of new requests for registration of non-residents. 

 

NOTE: 

If the user forgot password, it can reset it and select new password by clicking on hyperlink 

Zaboravili ste lozinku? (Forgotten password) (Figure 15). After that, the page as shown in Figure 17 opens, 

where you have to enter the following data: 

 

o Email adresu (E-mail address) ς which you used when registering  
o aŀǘƛőƴƛ ōǊƻƧ (identification number)  
o Novu lozinku (new password) 
o Potvrdu lozinke (confirm password) 
 

After entering all necessary data, you will get information that the password was successfully 

changed, after which you can login to the system. 

 

 
Figure 17 ς Resetting password 
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You can log off from the system by clicking Odjavi se (log off) in the upper right corner of the page.  

 

5. Password change  
 

After logging in to the system, select the option Korisnik ς> Promjena lozinke (User ς> Password 

change) in the menu opens the page as shown in Figure 18, where you have to enter the following data: 

 

o Staru lozinku (old password) 
o Novu lozniku (new password) 
o Potvrdu nove lozinke (Confirm new password) 
 

If the user successfully entered all required data, it will get information that the password was 

successfully changed, and that it will be able to use new password for each next logging in on the system. 

 

 

Figure 18 ς Password change 

6. User data 
 

After the user logs in on the system, selection of the option Korisnik ςҔ YƻǊƛǎƴƛőƪƛ ǇƻŘŀŎƛ (User ς

> user data) in the menu opens the page as in Figure 19, where it may view and change user data. 
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Figure 19 ς View and change of user data 

 

 

 

7. Overview of reports 
 

Selection of the option tǊŜƎƭŜŘ ƛȊǾƧŜǑǘŀƧŀ opens the page as in Figure 20, which contains basic 

data on all so far submitted reports. 

 

Figure 20 ς Overview of submitted reports 

On this page, you may choose between the following options: 


